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All Devices | Devices &Qn/\\/g_ g
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All Devices ¥~ 7°D9‘a I\(:i‘:”"ﬁ L% Export CSV

© Add Filter Reset Filter Advanced I?n:ei'u'ti_l

Device = Description ¢ Management IP Address ﬁer‘dor ® Product ¢ \ Complexity & sl @ e Total Rules ¢ Last Revision & Type IDe
1 B8 00_CiscoASAv 192.168.1.24 Cisco ASAIFWSM W 25.30% L R:E] 18 B/B/2025 6:11 PM Firewall L]
2 B8 00_rortiGates0D(L3) 192.168.1.30 Fortinet FortiGate Firewall B 35.30% L RPT; 15 8/8/2025 6:12 PM Firewall [ic]
3 B 00_FortiGate60F_VDOM... 192.168.1.1 Fartinet FortiGate Firewall VDOM M 33.12% M i66 5 8/8/2025 6:12 PM Firewall L]
4 B8 00_FortiGate60F_VDOM... 192.168.1.1 Fortinet FortiGate Firewall vDOM M 10.70% M sz 4 8/8/20256:12PM Firewall @
5 B p0_juniperSRX_210H 192.168.1.32 Juniper Networks SRX W 10.1% W zo 48 8/8/2025 6:12 PM Firewall (<]
6 08 00_PaloAltoPA-440 VSYS 192.168.1.27 Palo Alto Networks VSYS W 232% M i66 5 8/8/20256:15PM Firewall @
7 B 00_PaloAltovM(L3) 192.168.1.34 Qa\u Alto Networks Firewa I ) M 52.43% LWl 102 B/8/2025 6:12 PM Firewa I (]

s e A
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© Add Filter

00_PaloAltoVM(L3) | Policy | Security Rules

Compliance~  Change~  Topology~
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82 Cleanup Needed @ | 24 Improvement Needed @ | 56 Failed @ | 1# Changed (Last 7 days) @

Rule Summary

Device Rules

Source / User Object Destination

Application Object / Service / U...  Action / Security Profiles / Sche. \gCleanup

compliance @

Change

Count:

er

SecurityManager

Q 2 FireMon FireMon ~

Reports~ Tools~  Help~

30 Days~ Actions v~ L3 export ~

102 results
Advanced N

Tags

2 RULE L1
2 | Ping-lan-dmz-1

Policy local

00_PaloAltoVM(L3)

14 RULE 0
14 | lan to dmz tcp8081 allow

C

Palic

16 | 20231128 001

Policy  local

iy ®LE 0
0231102_001

- -

Policy  local

B 00_PaloAltoVM(L3)

" Q10101040
0.10.10.100

APPLICATIO oN HIT RUN
Bicmp @ Accept 0
Dl traceroute SECURITY PROFILE LasT EED
Dping =] FireMon_DC Neve

@ Accept 0

=10.10.20.100

@ Accept 1]
¥ PROFILE Las
* B8 01TestProfile Neve

*) FireMon_DC PRO S

[nu: sa] o commen]

& Accept /]
SECURITY PROFILE

=/ FireMon_DC

D192.168.2.100

“sdmz @ Accept

+ 53 01TestProfile
=/FireMon_DC

S 10.10.20.100

dmz @ Accept

210.10.20.90
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CLEANUP @ CLEANUP ® CLEANUP @ CLEANUP

e Reduandant. Shadowed.
::j 3{3;369%:60(5 Complexity ::J’ Rzedundant Rules @) ::f Zﬂ?;jf:ﬁ (Last 90 days) @ ::j 3”?5;395”:2‘ Network Objects & U n u Sed baﬂ ISEﬂ] ht*\ t“ A S
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@ Enterprise~ Overvieww Policy» Compliances Change~ Topologyev Risk Anal Application Manager 5 Tools»  Help

Enterprise | Reports Library

h Ana

Report Name Report Description

Complex Firewalls Report Provides a list of the firewalls with most complex policies in a selected device group. » Run Report

Current Policy Report Provides a list of all rules, network objects, services, applications, and users in a policy for the device that you select. This report does not display changes to th... » Run Report

Duplicate Objects Report Provides a list of duplicate objects and object groups for a selected device. » Run Report

Expired Rules Report Provides a list of expired rules across all policies for the selected device, based on the Expiration attribute in the Rule Documentation. To use this report, the Ex... » Run Report

Firewall Complexity Report Provides a list of security rules for a single device which includes the complexity of each rule. Complexity is based on the number of sources, destinations, servi... * Run Report

Object Search Report Provides a list of network, service, application, and user objects for a selected device or device group that matched search criteria. * Run Report

Omnisearch Report Provides a list of Omnisearch results for selected object and rule types. » Run Report

Removable Rules Report Displays security rules that are inconsistent in the policy because they are redundant (matching traffic and action with a rule higher in the policy), shadowed (m... * Run Report

Rule Consolidation Report Displays security rules on the firews

ol Usage

Security Rules Report Displays a list of security rules base:
Report Name Report Description

SIQL Query Report Provides a list of rules based on 0Ne| pighly Used Rules Low in the Rule Base R.. Displays security rules that are highly used and are low in the rule base, which can cause performance problems. » Run Report
Object Usage Report Displays a device's network, service, application, and user objects overlaid with usage counts for a defined time period. » Run Report
Rule Usage Report Provides a list of a device's security rules and MAT rules (optional) overlaid with usage counts for a defined time period. If selected to include, only devices thats... * Run Report
Traffic Flow Report Provides detailed usage data for all objects inside a firewall policy, identifying the specific IP addresses of the source and destination objects, service name, pro... * Run Repart
Unused Rules Report Provides a list of rules that were not used during a defined time period, excluding rules that were disabled or not logged. * Run Report
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- Removable Rules Report
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Removable Rules Report

A4 UTC

@ 2024538 7H 2:
Displays security rules that are inconsistent in the policy because they are redundant (matching traffic and action with a rule higher in the policy), shadowed (matching tra|

but not action with a rule higher in the policy) that should be analyzed further before removal to cleanup policy inconsistencies.

Include Rules Causing Shadowing or Redundancy: Yes  Include Object Details: Mo

Include Group Members: No

Device Summary: Yes

SecurityManager
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Device Group Devices
{E 01_PaloAlto (ID: 3) 2
Device Manag| - . nAAA 0
PaloAltoGW(ID: 2) 192.168.1.37
Action / Security Profile /
=2 PaloAltoVM(L3)(D: 1) 192.168.1.34 Application / Service / URL
Rule Summary Source / User Destination PP Category TCP Flags / Schedule Logging Tags Comments
A " Object
PaloAltoGW :
Policy:Policy Source Zone Destination Zone Application Action Enable ccniCM-
This device has Orules which have been identified as removable, ) Number:46 &3 lan g wan % Any (V] Accept d 17;.own:Test;jst:Test;
NamePaloTest01 S Destinat s S profil
PaloAltoVM(L3) Scope:local ._ource Destination Service ecurity Profile
=4 10.10.10.12 =4 192.168.2.53 % service-https *’ FireMon_DC
This device has 2rules which have been identified as removable. = 10.10.10.13 = 192.168.2.76 = tep_80
. . P User
ollcy | Policy (IPV4)
Palicy olicy (IPV4) % Any
This policy has 2rules which have been identified as removable.
Rule 46 is shadowed by rule 45.
Action / Security Profile /
Application / Service / URL
Rule Summary Source / User Destination PPl - TCP Flags / Schedule Logging Tags Comments
Category :
Object
Policy:Policy Source Zone Destination Zone Application Action Enable
Number:45 % Any * Any % Any © orop d
NameAll Deny
scope:local Source Destination Service Security Profile
’ % Any % Any % Any ®/ FireMon_DC
User
* Any
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O, SECURITY MANAGER Q 2 FireMon Firemon -

H 00_FortiGate60F VD... ~ Overview~  Policys Compliance~ e Topology ~ Reports» Tools» Help~

00_FortiGate60F_VDOM_L3 | Change | Revisions

All Revisions

FIARCHUT, WD, &, [@%
© s ier EEZUHh OREEZEETHRET

Device Name # Revision ID # Date/Time ~ User # Change Count # Change Window Status
1 B8 00 FortiGate60F VDOM L3 L[ 8/8/2025 6:12 PM firegfon 20 ® Disabled or Not Applicable b
2 B8 00_FortiGate60F_VDOM_L3 A 51 7/16/2025 4:08 PM admin@192.168.1.101 6 ® Disabled or Mot Applicable =
3 B 00_FortiGate60F_VDOM_L3 [ # L] 7/16/2025 3:58 PM admin@192.168.1.101 ] ® Disabled or Not Applicable e
4 B8 00_FortiGate60F_VDOM_L3 46 7/16/2025 1:52 PM firemon ] ® Disabled or Not Applicable 0=
5 B 00_FortiGates0F_VDOM_L3 [+ IV 7i15/2025 6:57 PM admin@192.168.1.201 6 ® Diszhled or Mot Applicable L]
6 B8 00_FortiGate60F_VDOM_L3 A 30 7/15/2025 6:48 PM admin@192.168.1.201 1 ® Disabled or Not Applicable b
7 B 00 FortiGate60F VDOM L3 [ # Jl:] 7/15/2025 6:47 PM admin@192.168.1.201 6 ® Disabled or Mot Applicable bl
8 B8 00_FortiGate60F_VDOM_L3 ¥ [k 7/15/2025 6:39 PM admin@192.168.1.201 7 ® Disabled or Mot Applicable b
9 B8 00_FortiGate60F_VDOM_L3 3 . 7/15/2025 6:30 PM admin@192.168.1.201 9 ® Disabled or Not Applicable bl
10 B 00_FortiGate60OF_VDOM_L3 2 [k 7/15/2025 5:26 PM firemon 0 @ Disabled or Not Applicable e
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JuniperSRX 210H | Policy | Policy View FireMon LICRFESNIEERLZ

LB nIfE
BE

View Changes Revision Compare To

() E 97 | 3102024 5:04 PM | x v B1 | 2/16/2024 10:28 AM | x v

Medified B Added Removed [ No Changes

Security Rules & MNetwork Objects A Service Objects A User Objects Application Objects Security Profiles Schedule Objects LRL Categaries MAT Rules

Raw e 2DDEEZLEBUILENNEZaRIE

Policy: || A From: trust To: untrust v
e i - = . S S —
Q 17 RULE NAME Enabled SOURCE ZONE 4L 162.168.1.1... DESTIMATION ZO.. 4t 192.168.2.1... 2 tcp_7788 ACTION Enabled ccn:CM-78;0wn...
20240306_01 £ trust £ untrust I 1972.168.2.1... ACCEPT
© 18 RULE MAME Enabled  SOURCE ZONE 4L 192.168.1.1... DESTINATION ZO.. 4* 118.87.5.124 = junos-https ACTION Enabled  ccm:CM-18;0wn...
CM-18 & trust & untrust ACCEPT
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O, SECURITY MANAGER -

E Al Devices ~ Overview~  Policy~ Compliance~

All Devices | Access Path Analysis

SecurityManager

BEUCBEZEHFNEBLTCVWDIRY MJ)—DZ2EDK
EFE] SN TLDNN 7R EZBEMTRIEE
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Source * Destination *

192.168.1.100 10.10.20.100

m Clear

[0 Show More Options

T BATBFTINAAR. Ry D—D%

a8 _cooqop Tmmm
- --

192.168.1.0/24 00_JuniperSRX_210H 192.168.2.0/24

pe-000 \'.‘ ethernetl
-

ethernett’3 > f.‘
-

D354 BIVICRTR

oAlto 10.10.20.0/24

Access Path Analysis

"
A

a

v & 192.168.1.0/24

¥ Path 1

® Enter network segment ' 192.168.1.0/24'(18)
» B8 Enter device *00_JuniperSRX_210H" (4)
& Enter network segment’ 192.168.2.0/24°(11)
» B8 Enter device '00_PaloAlto’ (3)
® Enter network segment ' 10.10.20.0/24'(12)
Reached destination network, '10.10.20.0/24'
Packet Details

Sources

Destinations

192.168.2.32

10.10.20.100

¢ Route @ @ Policy @

W—=T4>J, RYL—OEEITD
BIEREDORREZRT
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