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Enterprise | AccessRequest_11_11_0 | CM-18 | Rule Recommendations Policy scope Description
B JuniperSRX 210H Access Path Analysis
Create Change Plan Review & CI N
2 * (none) (none) © Add new host object: 118.87.5.124
Requirement Details ¥ From: trust To: untrust (none) © Recommend creating a rule above the referenced rule because it completely matches the requested access but with a different action
Source User Destination Applications Service Action Create this rule above the reference rule:
192,168.1.111 empty) (empty) https @ Accept An token indicates a change input that cannot be resolved (matched) to an existing or newly created object. Please click on the orange tokens to search for existing objects. You can also create new objects, if
Requirement Scope to Consider @
B @ Rule Number Source Zone * @ Destination Zone ¥ @
.| @ Partial address space Run o : — .
(O Complete address space
rce * . x iice *
Source 4] Destination [+ Service [}
192.168.1.111 | x . 118.87.5.124 | x v Junos-htps | x N
ith Changes (3) | Error (0)
Rule Name Action * Log* Comments
Select the recommended changes to 2pply.
CM-18 Accept A Enabled h
Policy Scope Description Details
“
B FortiGate60D(L3)
Hide Reference Rule
O Policy (none) © Recommend creating a rule above the referenced rule because it completely matches the requested access but with a different action Explain
B JuniperSRX 210H Rule Number Source Zone Destination Zone
From: trust To: untrust {none) €@ Recommend creating a rule abave the referanced rule because it completely matches the requested access but with a different action ~ Explain 17 trust untrust
B PaloAltoGW
Source Destination Service
Policy lacal © Recommend creating a rule above the referenced rule because it completely matches the requested access but with a different action Explain . “ N
Any ny ny
Rule Name Action Log Comments
e o o
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CHAMGE PLAN: PROJECTED DEVICE IMPACT
Deavice Proposed Rule Changes affected Rules @ Contral Failures @ 5Cl Change @ Device Complexity Cha...  Average Rule Risk Chan... Details
BE PaloAltoGW 1 0 4 A 1.4% T -0.37% No Data Hide

3.14

5CI 5core After Change Device Complexity After Change

9.43% @ Moo 11—

Control Failures for Planned Changes

PolicyPlanner
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FUEIL LTI U RO DI
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m7 UD-00029 [INSECURE SERVICES] WEB - HT... 00. FIREMOMN CUSTOM ASSES... TCP 443 UDP 443
2 3 AU-00006 Rules without Owner or Busine... Best Practices Rule documentation can support your most important firewall administration...
3 Mo AC-00011 Rules with action of Accept Best Practices Review Rules and Refine Access: Generally these rules are created with excess...
4 3 AU-00007 Rules without Comments Best Practices Rule documentation can support your most important firewall administration...
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[
Device Connecting via Policy
JuniperSRX 2...
JuniperSRX 2... From: trust T...
PaloAltoGW
PaloAltoGW
PaloAltoGW Palicy

Scope
{none)
(none)
local
local

local

Change IDs
0BJ-24
RUL-23
0BJ-22
0BJ-23

RUL-22

< Refresh Statuses

g |

Implementation

Comment

Task
Dependencies  Description Details _ Status
(none) Create network host object: 118.87.5.124 Sholy Pending
OBJ-24 Recommend creating a rule above the referenced rul... Shol Pending
(none) Create network host object: 192.168.1.111 Shogy Pending
(none) Create network host object: 118.87.5.124 Sholy Pending
OBJ-22, OBJ-23 Recommend creating a rule above the referenced rul... Shof Pending

50|20 @0 A0

T

StatushY”Pending” "5
"Completed”(C/x 3 &58TE

A

—

70

7

= Refresh §tatuses

e,

Device Connecting via Policy
JuniperSRX 2.,
JuniperSRX 2.. From: trust T...

PaloAltoGW
PaloAltoGW

PaloAltoGW

Policy

Scope

(none)

local

local

local

Change IDs
0BJ-24

RUL-23

o 0|Z0|20|@5|4A0

Implementation
Dependencies Description Details  Status Comment
(none) Create network host object: 118.87.5.124 Show @ Completed
0BJ-24 Recommend creating a rule above the referenced rul... S @ Completed
(none) Create network host object: 192.168.1.111 S @ Completed
(none) Create network host object: 118.87.5.124 @ Completed
0BJ-22, 0BJ-23 Recommend creating a rule above the referenced rul... @ Completed

NN N NN
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¥ Requirement REQ-19

Add Connectivity

Source
192.168.1.111
User

Device Group

& All Devices

Verification | Change Plan Comments  Attachments

18.87.

URL Categories

Task History  Ticket History

Destination Service

in

24 https

Application

Action

Accept

Security Profile

= Hide All Requirements

Expiration Date

Review Date

CHANGE PLAN System Motes

Change ID Palicy Scope

B JuniperSRX 210H

0BJ-24 (none) {none)
RUL-23 From: trust To: (none)
untrust
B paloAltoGW
0BJ-22 (nona) lacal
0BJ-23 (mone) local
RUL-22 Policy local

Description

o Create network host object: 118.87.5.124

© Recommend creat ng a rule above the referenced rule because it completely
matches the requested access but with a different action

o Create network host object: 192.168.1.111

o Create network host object: 118.87.5.124

© Recommend creating a rule above the referenced rule because it completely
matches the requested access but with a different action

Details

Show

Show

Show

Show

Show

Status

O Pending

O Pending

O Pending

O Pending

O Pending

Comment

System note: Did not meet all rd
autoverification requirements

System note: Did not meet a K
autoverification requiremeants

System note: Did not meet all s
autoverification requirements

System note: Did not meet a 4
autoverification requiremeants

System note: Did not meet all s
autoverification requirements
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